Confidentiality Policy for Information Received or Reviewed in a Regulatory Capacity
I.

Purpose

The Regulatory Services Division of the Exchange and other personnel within the
Regulatory Group receive and review confidential information in connection with fulfilling
Exchange regulatory responsibilities. This policy sets forth in detail the specific types of
information received or reviewed in a regulatory capacity that must be kept confidential and the
limited circumstances in which the information may be used and disclosed to other individuals
and entities.
II.

Scope

This policy applies to the staff of the Regulatory Group and any other individuals that
have an obligation to maintain the confidentiality of confidential information received or
reviewed in a regulatory capacity as a result of properly getting access to the confidential
information. The Regulatory Group consists of all employees of the Regulatory Services
Division and any employee who is performing services for the Regulatory Services Division,
including, when providing such services, the General Counsel and enforcement attorneys as well
as systems and database personnel who are assigned to work on matters for the Regulatory
Services Division.
III.

Confidential Information

For the purposes of this policy, confidential information received or reviewed in a
regulatory capacity, whether such confidential information originates at the Exchange or any
other self-regulatory organization or is provided to the Exchange pursuant to a memorandum of
understanding or agreement or any other type of similar information sharing arrangement,
includes:
a.
Position Data – Data collected via the reporting of large trader positions (via Commission
Form 102) as well as clearing member position data maintained in The Options Clearing
Corporation’s clearing system;
b.
Financial Information – Financial records, including original third party or internal source
documents, used in the production of financial reports or used to demonstrate compliance with
Exchange rules;
c.
Detailed Transaction Data – Trade data at the specific account level for individual trades
from which market positions and/or profit and loss might be derived; and
d.
Investigative Materials – Documents collected as part of routine surveillance activities or
investigations of potential rule violations, including, but not limited to (i) account statements; (ii)
orders to buy and sell contracts traded on the Exchange; (iii) customer account agreements; (iv)
bank records; and, (v) audio tape.

e.
Other Confidential Information – Any other information required to be kept confidential
pursuant to the CBOE Holdings, Inc. and Subsidiaries Regulatory Independence Policy for
Regulatory Group Personnel (Regulatory Independence Policy).
IV.

Responsibilities

Senior management in the Regulatory Services Division is responsible for ensuring that
Regulatory Group staff are aware of, and adhere to, this policy.
V.

Procedure

Confidential information received or reviewed in a regulatory capacity shall be used
solely for regulatory purposes and shall be made available exclusively to Regulatory Group staff,
to the National Futures Association in its capacity as regulatory services provider to the
Exchange, and as otherwise permitted by the Regulatory Independence Policy.
Confidential information received or reviewed in a regulatory capacity may also be
released pursuant to (i) a request by the Commodity Futures Trading Commission, Securities and
Exchange Commission, or the United States Department of Justice; (ii) a request by a securities
or derivatives self-regulatory organization pursuant to an information sharing agreement; or, (iii)
a valid subpoena or other order of a court that directs the Exchange to release such confidential
information. Any disclosure under these circumstances must be approved by senior management
in the Regulatory Services Division or in the Legal Division, as appropriate.
Confidential Financial Information received or reviewed in a regulatory capacity may
also be used by the Exchange to implement the Exchange's Conflict of Interest Policy regarding
Securities and Futures Products Transactions that applies to Exchange employees.
VI.

Use of Regulatory Data

The Exchange may not use for business or marketing purposes any proprietary data or
personal information the Exchange collects or receives, from or on behalf of any Person, for the
purpose of fulfilling the Exchange’s regulatory obligations; provided, however, that the
Exchange may use such data or information for business or marketing purposes if the Person
from whom the Exchange collects or receives such data or information clearly consents to the
Exchange’s use of such data or information in such manner. The Exchange may not condition
access to its trading facility on a market participant’s consent to the use of proprietary data or
personal information for business or marketing purposes.
VII.

Consequences of Noncompliance

Failure to comply with this policy may result in disciplinary action in accordance with the
Exchange’s employment policies.
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